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ENTERPRISE CLOUD 
MARKET IS POISED 
FOR EXPLOSIVE GROWTH
CLOUD MIGRATION CREATES 
NEW CHALLENGES FOR DATA 
SECURITY AND TRANSPARENCY
Today, enterprises in every industry segment and region are 
embracing a cloud strategy in which applications, software and 
platforms are offered as services. Such services are configured 
on-demand and delivered to users in a scalable framework that 
is dynamically provisionable and offers minimal management 
requirements. The ability to dynamically provision resources and the 
continued drop in storage and computing prices allows organizations 
to move existing applications to the cloud and rapidly develop new 
applications and services for their customers. 

Organizations are looking to big data analytics to drive increased 
efficiencies and predictive analyses. In an environment where data is 
becoming an increasingly important asset, enterprises use the cloud 
to analyze vast amounts of data from a variety of structured sources 
(sales or sensor data) and unstructured sources (social media feeds) 

to drive new insights into consumer behavior 
and market needs. However, while cloud and 
big data analytics are poised to reshape almost 
every facet of IT strategies, the promise of cloud 
technologies also introduces new challenges to 
system security. As the market for enterprise IT 
cloud grows from $85 billion to $210 billion over 
the next few years, IT security and transparency 
will become a primary concern for a growing 
number of corporations.
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CLOUD BRINGS NEW CHALLENGES
Cloud architectures raise enterprise IT concerns regarding security, 
transparency and legislative compliance to data in the cloud. As more 
information is placed in the cloud, these concerns grow as users 
wonder just how safe the cloud environment really is.

 � Denial of Service (DoS): DoS has 
become more problematic in the age of 
cloud computing when organizations 
are dependent on the 24/7 availability of 
one or more services. DoS outages can 
prove pricey to customers who are billed 
based on compute cycles and disk space 
consumption. 

 � Malicious Insiders: These can be current 
or former employees, contractors or 
business partners who gain access to a 
network, system or data for malicious 
purposes. In an improperly designed cloud 
scenario, a malicious insider can wreak even 
greater havoc. 

CLOUD SECURITY: A CRITICAL ENTERPRISE 
CONCERN
Security is a major concern in cloud computing 
because at the heart of cloud infrastructure 
is the idea of multi-tenancy and decoupling 
between specific hardware resources and 
applications. In the jungle of multi-tenant 
data, it is imperative for CSPs to implement 
procedures and policies that ensure enterprise 
data is not compromised.

 � Information Handling: Information 
handling in the cloud relates to the classical 
aspects of confidentiality, availability and 
integrity from a governance point of view. 
For example, a cloud provider guarantees 
that only the data of one company is 
disclosed to an approved authority and 
not the data of other companies hosted by 
the same infrastructure.

IN CLOUD ARCHITECTURES, SECURITY MUST 
BE PERVASIVE BOTH INSIDE AND OUTSIDE 
THE NETWORK; ELSE, THE CONSEQUENCES 
FOR THE ENTERPRISE CAN BE DRAMATIC.
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In cloud architectures, security must be pervasive both inside 
and outside the network – and be proactive and intelligent – 
or the consequences can be dramatic. For example, in May 2014 
a large retailer reported that its data was breached and customer 
credentials stolen. A malware-laced email phishing attack exposed 
credit card and personal data on more than 110 million consumers, 
resulting in a damaged corporate reputation, missed revenue and 
profit goals, and the departure of several senior executives.

Use of off-premise cloud services implies a loss of control over 
private and corporate data. Where data is stored, how it is secured 
and processed, and even the legal entity and ownership of the Cloud 
Service Provider (CSP) can expose the enterprise to foreign laws and 
legal requirements. Unfortunately, many organizations believe they 
must accept increased risk from numerous threats as they adopt 
off-premises cloud services. CSPs must address these concerns, 
and decide on risk retention or transfer to drive more widespread 
adoption of cloud usage.

KEY THREATS TO CLOUD SECURITY
The prospect of seeing valuable data disappear into the ether is a 
significant concern in cloud architectures. Threats to enterprise 
cloud use run the gamut from loss of data, account hijacking and 
corporate insiders with malicious intent to denial of service attacks. 
A malicious hacker might delete an organization’s data out of spite 
or an enterprise could lose data to a careless cloud service provider 
or a disaster, such as a fire, flood, or earthquake. 

 � Account or Service Traffic Hijacking: If an attacker gains 
access to enterprise user credentials, he or she can eavesdrop on 
corporate activities and transactions, manipulate data, return 
falsified information and redirect clients to illegitimate sites. 
Attackers may leverage the power of the enterprise reputation to 
launch subsequent attacks, as evidenced by the 2010 XSS attack on 
Amazon that allowed attackers to hijack credentials to the site.



 � Legal Compliance: Cloud is, by definition, a distributed system; 
thus, data and processes can be hosted potentially anywhere in 
the world. Cloud providers need to address the disparate laws 
that apply to the services provided to third parties.

 � Business Continuity: Business continuity is a relevant 
matter in the security governance. A compelling need exists 
for rigorous definition of the processes to be run after a disaster 
such as natural catastrophes or cyber-attacks. 

 � Transparency: Service providers must demonstrate the 
existence of effective and robust security controls, assuring 
customers that their information is properly secured against 
unauthorized access, change and destruction.

 � Certification: Cloud computing service providers will need 
to assure their customers that they are doing the ‘right’ things. 
Independent assurance from third-party audits and/or service 
auditor reports should be a vital part of any assurance program.

should be advised to gain information about those 
companies that could potentially access their 
data. Enterprises looking to the cloud also need 
to investigate the hosting company used by the 
provider and, if possible, seek an independent audit 
of its security status.

In some ways, traditional cybersecurity could 
become a more secure utility as virtualization 
and cloud adoption increases. An interesting 
opportunity that cloud presents for security 
is sharing threat data. Methods will improve 
as organizations share more data on threats, 
cybersecurity awareness and detection. 
Ironically, the cloud may serve as an ideal place to 
collaborate and share information on this massive 
security effort.
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ENTERPRISE CLOUD SECURITY CONCERNS 
� Information handling 
� Legal compliance
� Business continuity
� Transparency
� Certification
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RISKS: TO TRANSFER OR RETAIN?

Organizations must consider how to handle risks as they move 
to cloud architectures and services. Should the security risks 
pertaining to the cloud be retained or transferred using cyber 
insurance? An examination of the potential exposures associated 
with offering or using cloud services is strongly advised. 
A comparison should be made of the improved efficiency and 
costs associated with cloud services relative to the cost of insuring 
against key threats. Working closely with a risk adviser can help 
corporations determine potential cost and risk exposures and 
develop a range of coverage options available to offset such risks.

SECURITY IN THE CLOUD: A TEAM APPROACH

By trusting its critical data to a service provider, an enterprise 
takes risks with the availability, confidentiality and integrity of 
this data. For their part, companies must vigilantly monitor how 
passwords are assigned, protected and changed. CSP customers 
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The observations, comments and suggestions we have made in this publication are advisory and are not intended nor should 
they be taken as legal advice. Please contact your own legal adviser for an analysis of your specific facts and circumstances.
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