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CONTROL SYSTEMS ALREADY IN USE AT MANY 

MANUFACTURING SITES ARE INHERENTLY INSECURE, 

ESPECIALLY AS MANY WERE NOT ORIGINALLY 

IMPLEMENTED WITH THE INTERNET IN MIND.

MANUFACTURING 
MAKEOVERS: A CALL 
FOR INCREASED CYBER 
SECURITY 
MORE WIRELESS = MORE RISK

The escalating use of wireless networking in manufacturing 
equipment is opening up factories to the benefits of flexible 
production and wireless communications. However, the proliferation 
of connected devices is also exposing production sites to security 
breaches and cyber-attacks, compelling companies to seek ways to 
protect their networks and overall business operations.

The adoption of new technology within industrial markets is accelerating, 
and one key area comprises a variety of wireless network technologies. 
The WLAN standard, or Wireless Local Area Network, is currently the 
most widely deployed protocol in the industrial space.  WLAN technology 
is eminently suitable for many applications because of its advances in the 
enterprise and consumer sectors, allowing knowledge and technology to 
filter into industrial processes.  Bluetooth, popular among consumers, 
is also growing in popularity as an alternative, or extended industrial 
automation network solution. Bluetooth’s advantage lies in its capability 
to pair devices, providing greater security and reducing the potential for 
opportunistic hacking attacks.    

The widespread replacement of simple electro-mechanical/
pneumatic control systems by more advanced computerized control 
systems in the 1970s is responsible for the current state of insecurity 
of many industrial systems. The adoption of new concepts mostly 
around the idea of ‘Industry 4.0’, such as virtualization, The Internet 
of Things (IoT), wireless devices and cloud computing, mean that 
control systems may be vulnerable in new ways.

Recently, digital security company Gemalto released 
an investigative report detailing the attempted 
hacking of a manufacturing site for mobile phone SIM 
(subscriber identification module) cards.  Additionally, 
in 2010 security risks inherent in manufacturing 
networks made international headlines when the 
Stuxnet computer worm attacked industrial control 
systems in Iran. Later analysis by experts from 
Kaspersky Labs confirmed the virus was designed 
to both subvert and engage in the surveillance of 
supervisory control and data acquisition systems made 
by a particular manufacturer.  



While the Stuxnet episode was suspected of being an intelligence 
tool, other types of malware, or even direct cyber-attacks, are being 
deployed to infect and cause damage to manufacturing systems.  
In some cases, hackers seek to wreak havoc upon ongoing factory 
operations.  A recent example of this is the late 2014 cyber-attack 
on a German steel factory reported by the German Federal Office 
for Information Security.  The attack disabled control of a factory 
blast furnace and resulted in massive plant damages. In other 
instances, cyber-attacks are being used to engage in blackmail of 
manufacturing companies, demanding a ransom in order to lift the 
malware from their systems.

One of the implications of Stuxnet is that there exists a community 
of well-resourced and technically gifted people building cyber 
weapons to exploit these kinds of opportunities.  According to the 
latest data from the IHS report “Internet of Things – 2014,” in 2014, 
3.0 million new devices were shipped into industrial automation 
applications and wirelessly connected to factories around the globe; 
this is projected to rise to 5.0 million new devices by 2019.

The expanding use of wireless networks and industrial Ethernet is 
leading to a growing trend in the so-called bring-your-own-device 
(BYOD) movement in the manufacturing world, where workers are 
using their own smartphones and tablets to monitor and control 
industrial equipment. These activities provide an increasing number 
of access points to the network.  Furthermore, such devices may lack 
adequate security, affording hackers easy access to confidential data, or 
allowing them to spread malware through factory automation systems.

Some manufacturing operations are taking cyber-security measures 
to counter this threat. One such measure is the “honeypot,” a site that 
masquerades as a manufacturing network but is actually an isolated 
system designed to divert and gather information about hackers.

This expansion of wireless technology into ever more factories is 
bringing benefits and risks to the manufacturing market.  Cyber 
insurance can help global manufacturers and suppliers transfer 
risks associated with the new “cyber weaponry” of computer worms 

and hackers by providing a financial recovery strategy 
from successful attacks.  As cyber-attacks become more 
and more sophisticated, corporations and financial 
institutions will place even more reliance on Cyber 
insurance as a financial risk transfer tool.
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The observations, comments and suggestions we have made 
in this publication are advisory and are not intended nor 
should they be taken as legal advice. Please contact your 
own legal adviser for an analysis of your specific facts and 
circumstances.
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