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HELLO SECURE MOBILE 
PAYMENTS!  GOODBYE 
CYBER INSURANCE?
APPLE ROLLS OUT NEW ‘APPLE PAY’ SERVICE – SECURITY RISKS 
MITIGATED, BUSINESS RISKS REMAIN

Mobile payments are continuing to change the face, and risks, of retail 
transactions.  Various models and technologies have been implemented 
over the past few years.  For example, Apple’s recent venture into mobile 
payments allows us to view the risks from various standpoints.  

New innovators are using existing NFC technology along with similarly 
enabled POS (point-of-sale) terminals to allow for contactless payments 
directly via the phone itself – no credit cards or chip-enabled cards 
required.

During 2014, the number of NFC-enabled mobile handsets being shipped 
exceeded 425 million, up from only 120 million two years earlier.  Over 
the next few years, NFC-enabled handsets will continue to grow rapidly 
reaching over 67% penetration rate of the global handset market by 2018, 
with more than 1.2 billion handsets shipped annually (see Figure 1). 

GE LAMPS

Figure 1: Worldwide shipment of NFC-enabled mobile handsets (millions of units)
Source: IHS Technology, 2014
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OGY THAT ALLOWS CELLPHONES TO COMMUNICATE WITH SMARTCARDS AND READ-
ERS, AS WELL AS WITH OTHER NFC DEVICES.

NFC IS A SHORT-RANGE, HIGH FREQUENCY WIRELESS 
COMMUNICATION TECHNOLOGY THAT ALLOWS 
CELLPHONES TO COMMUNICATE WITH SMARTCARDS AND 
READERS, AS WELL AS WITH OTHER NFC DEVICES.

NFC IS USED TO PERFORM CONTACTLESS TRANSACTIONS 
INVOLVING PAYMENT, PUBLIC TRANSPORTATION OR DATA 
TRANSFER.

WHILE NFC WAS INITIALLY AIMED AT MOBILE HANDSETS, 
THE TECHNOLOGY IS INCREASINGLY BEING USED IN 
OTHER DEVICES, SUCH AS TABLETS, SPORT AND GAMING 
CONSOLES, HEADSETS AND CONSUMER WHITE GOODS.
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An impressive list of retailers already support Apple Pay, 
including Bloomingdale’s, Disney Store, Walt Disney 
World Resort, Duane Reade, Macy’s, McDonald’s and 
Whole Foods Market. Approximately 2.5 million merchant 
locations around the world now accept contactless 
payment systems. 

Security concerns for both consumers and merchants 
remain a priority for any new mobile payment system. 
Given the recent high-profile cases of account hacking at 
technology companies and security breaches on payment 
systems at several major retailers, the risks of mobile 
payment systems are definitely on the minds of most 
consumers. 

As with most technology, even when all involved parties 
follow established best practices, the potential for security 
breaches remains. From the merchant’s side, transaction 
vulnerabilities can be found within the app purchase 
environment, third parties, employees and in the software 
used at the register.

 Secure mobile payment technologies creates a dynamic 
security code to securely validate each transaction. Having 
the one-time transaction token may make direct financial 
loss from breaches of merchants less likely. Tokenization 
minimizes data risks by digitizing a single card number 
into a token on separate devices. Tokenization is 
undertaken to enhance transaction efficiency, improve 
transaction security, increase service transparency, or to 
provide a method of third-party enablement.

While security of the retail transaction along with the 
consumer’s financial data are primary areas of concern, 
other significant changes are also occurring for mobile 
wireless payments. Business risks and potential related 
costs for losses from compromised electronic payment 
systems are driving the industry trend to replace older 
magnetic-stripe reader POS terminals with EMV 
(Europay, MasterCard & Visa) contactless and NFC-
compliant terminals. The security breaches that some 
retailers have already incurred, have put added pressure 
on major credit card issuers (MasterCard, Visa, Discover 
and American Express) to limit their liability exposure. 
These companies have put in place a deadline of October 1, 
2015 requiring that a majority of contactless transactions 
occurring at partner retailers must be via an EMV-
compliant terminal. Without this transition from older, 

more fraud-prone card-swipe terminals, liability for 
losses from fraud will no longer be accepted by the credit 
card companies. Given the more robust security of EVM 
and Apple Pay compared to legacy magnetic cards, these 
systems are likely to see ever-widening adoption in coming 
years due to this move to limit liability exposure. Retailers 
not on board with the EMV/NFC payment support rollout 
plan by late 2015 could face much higher costs as liability 
for fraudulent transaction shifts to their bottom line.  

So, does the end of the mag-stripe mean the end of cyber 
insurance? Not likely. Many computer systems designed 
to be breach-proof have fallen short of that goal. It is 
inevitable that flaws in software and hardware design will 
continue to exist at some level. We’ve also seen no sign 
of criminal hackers lessening their efforts to penetrate 
enterprise systems. As long as valuable data, information 
or money is transacted electronically, the risk of breach 
exists. 

Cyber insurance alone does not mitigate or reduce the 
risk itself, but rather provides a risk transfer tool for 
partial financial recovery.  As we predict that many 
retailers, financial institutions and other organizations 
will continue to improve security and upgrade systems 
and processes, likewise we expect they will continue to 
embrace cyber insurance as a risk transfer mechanism and 
a back-stop to recover from financial loss. 
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