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SUPPLY CHAINS REQUIRE 
BUSINESS CONTINUITY 
PLANNING
BUSINESSES ARE VULNERABLE TO DISRUPTION 
FROM NATURAL AND GEO-POLITICAL EVENTS

Commerce has historically been impacted by events that strain the 
resources required to maintain operations.  It is wise then, to plan for 
the unforeseeable crisis whether your business is small or large, your 
model is to outsource manufacturing, build in-house, or sell wallets or 
smartphones.

Natural and man-made disasters, epidemics, strikes, and political and 
military unrest are just a few of the events that have routinely tested 
the operational resilience of business. In today’s interconnected world, 
which is focused on cost cutting and lean supply chains, there is little 
spare capacity in the systems.

Given the wide spectrum of operational threats faced by today’s globally 
connected businesses, considerate crisis planning must be central to 
any business continuity strategy. Supply chain professionals need to be 
trained to focus on the consequences of any incident, local or global, in 
ways that prepare organizations to maintain operations, without having 
to predict the nature of the next event.

For any company, a great place to start is to identify its critical business 
functions. The executive management team then needs to commit 
to making business continuity planning (BCP) an integral part of the 
company’s wider strategic business plans.
 
Management Commitment: For the BCP to be successful, the highest 
level of management must be committed to it, and the plan must be 
imbedded in any wider strategic business plan with a budget that is both 
appropriate and separate from the overall commercial budget. 

Identify Critical Business Functions: After securing support from 
the executive leadership, the next step is to identify how the company 
earns revenue from its primary business functions. A typical order-to-
payment cycle may comprise: taking orders for widgets; building the 
widgets; shipping, distributing, installing or delivering the widgets to the 
client; and billing/collections. If the company is applying a just-in-time 
business model, purchasing may need to order widget components from 
suppliers quite often.
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Variables to the cycle can be many, but senior 
management must confirm each element of this list of 
high-level, mission-critical functions.

Build A BCP Core Team: The BCP core team 
should include people from operations management, 
information technology, supply-chain and customer 
management (client advocates), and applications 
support staff for each critical business function.
During a crisis, in addition to its traditional role, each 
department may be required to implement major 
infrastructure changes to support the functions 
that have been compromised. A contact list for 
the BCP core team members needs to be created 
and maintained as part of the planning process. 
After establishing commitment from executive 
management and defining core teams, the critical 
exercise of assessing risk can begin. 

Risk Assessment & Business Impact Analysis: 
A professional risk assessment involves identifying 
threats, vulnerabilities, risks and the business impact 
of any disruption for each entity. ‘Threats’ are events 
that could significantly disrupt a company. Examples 
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include natural disasters (earthquake, hurricanes/
typhoons, floods, wildfires), disasters created by people 
(fires, chemical spills), epidemics, acts perpetrated by 
disgruntled employees, and political or social unrest. 
‘Vulnerability’ is the degree to which company is 
susceptible to, or the probability of, a threat. 

Types of business impact can be classified into four 
categories:

Loss of facility  Offices, factories, warehouses and other 
physical structures can be rendered inaccessible or unusable 
by events such as floods, fires, chemical contamination, loss 
of power and condemnation by inspectors.

Disruption in operations  The supply of vital resources 
needed to carry out operations can be interrupted events 
such as labor strikes, supply-chain breakdowns, mass-
transit disruptions and pandemics.

Technology disruption  Incidents that deny organizations 
the use of their technology can be caused by events such 
as hardware malfunctions, cyber-attacks, and network or 
software failures. 

Organizational issues  Issues that prevent 
organizations from fulfilling their obligations such as 
legal, regulatory, intellectual property, bankruptcy and 
financial malfeasance.

The business impact from these risks can range from a 
loss of revenue and/or customers, to damaged corporate 
reputations, or a disgruntled workforce, if the company 
is unable to make payroll or create a safe working 
environment.

Ranking must be established either quantitative or 
qualitative to set the probability of occurrence for each 
potentially disruptive event, including the estimated 
recovery time. The BCP Core Team will need to jointly 
develop metrics for estimating these probabilities. 

Recovery Planning: As part of the risk assessment, it 
is important to consider how long a product or service 
could be unavailable (recovery window) and make plans 
to lessen any interruption by turning to alternative 
sources.

Once the risks are assessed and the recovery windows 
are determined, work can begin to outline contingency 
plans for their business functions, starting with the most 
critical. During this process, execution times are a key 
consideration, factoring in elements such as transport 
distance, communication lines, language barriers and 
time zones.

Another key component of the recovery plan should be 
the communication matrix, which includes the internal 
BCP Core Team, supplier and customer contacts, and the 
notification protocol. The people on this list constitute 
the crisis management team.

The next step is to establish well-defined BCP activation 
procedures that are understood by stakeholders 
throughout the supply chain. It will include the creation 
of an emergency operations center where the local 
members can meet and guide the recovery.

The core BCP team is responsible for communicating 
all plans to key staff and suppliers. Equally, they must 
share these plans with other key stakeholders to build 



Willis North America Inc.

Brookfield Place
200 Liberty Street, 7th Floor
New York, New York 10281-1003
United States
Tel: +1 212 915 8888

www.willis.com

The observations, comments and suggestions 
we have made in this publication are advisory 
and are not intended nor should they be taken 
as legal advice. Please contact your own legal 
adviser for an analysis of your specific facts 
and circumstances.

CONTACTS

Sara Benolken
Global Industry Leader 
Technology/Media/Telecommunications Industry 
512 651 1670 
sara.benolken@willis.com

Tom Srail
Regional Industry Leader, North America 
Technology/Media/Telecommunications Industry
216 832 1009 
tom.srail@willis.com

Fredrik Motzfeldt
Regional Industry Leader, Great Britain 
Technology/Media/Telecommunications Industry
+44 203 124 7962 
fredrik.motzfeldt@willis.com

Sirikit Oh
Regional Industry Leader, Asia
Technology/Media/Telecommunications Industry
+65 6591 7210
sirikitoh@willis.com

José Manuel Mercado
Regional Industry Leader, Latin America
Technology/Media/Telecommunications Industry
305 373 8765
jose.mercado@willis.com

14991/12/153  Willis North America | December 2015

confidence in the ability to maintain “business as usual.” 
This is particularly important for small businesses or those 
working with suppliers/buyers for the first time. 

BCP Testing: Assess and understand vulnerabilities and 
weak points. Conduct risk assessments to evaluate each 
supplier’s ability to adhere to your continuity plans and 
requirements. Test your plans in mock crisis drills. If possible, 
include suppliers in your exercises: remember to test them 
against not only physical-risk scenarios such as weather 
conditions that make facilities inaccessible but also in people-
risk scenarios, such as supply chain failures and boardroom 
departures. 

Testing helps to evaluate the readiness of the organization 
to face crisis. Many companies with mature BCP processes 
will conduct a tabletop exercise to evaluate the effectiveness 
of the plan, involving one of the areas deemed critical during 
the business impact analysis. It should be unannounced, as 
realistic as possible, and should involve everyone who could 
be impacted by the crisis.

Evaluating the response’s effectiveness is also highly 
recommended as part of testing the plan. 

At its core, crisis and business continuity management 
is all about planning for the unexpected. While lean and 
efficient supply chains make good economic sense, they can 
be comparatively more vulnerable to the type of unexpected 
events that can have a significant impact on operations and 
business reputations.

Make sure your continuity plans are nimble and able to 
evolve quickly. If your plans look the same as they did 10 years 
ago, then they probably won’t meet current requirements. 
Organizations fully engaged in business continuity 
management will actively learn from internal audits, tests, 
management reviews, and even from incidents themselves.

Make sure your continuity management culture is not 
confined by prescriptive, “box-ticking” exercises that 
eliminate items on the to-do list without reflecting the 
organization’s business strategy and objectives.

Any business continuity plan you build must help you to get 
back up and running in a way that aligns with your company’s 
objectives, limits losses and protects its hard-earned 
commercial reputation.


