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BIG DATA =  
BIG CHALLENGE AND 
RESPONSIBILITY
In today’s highly competitive global market, companies are constantly 
searching for incremental ways to improve operational efficiency, reduce 
risk and develop a deeper understanding of their markets.

In this very fluid commercial environment, the ability to source, analyze 
and apply quality information is now a competitive differentiator. 
Organizations are increasingly turning to ‘big data’ – data sets so large or 
complex that traditional ways of processing are inadequate – to uncover 
real-time insights into the individual demands of market participants, 
and to be among the first to unearth new markets and commercial 
opportunities.

At their core, big data applications are truly transformative information 
technologies that help companies to instantaneously collect, capture, 
analyze, manipulate and visualize mountains of data as quickly as it is 
generated from both structured and unstructured sources.

Big data analytics are becoming more widely available because the 
processing power required to run the applications can now be scaled 
up rapidly and on demand, thanks to advances in cloud technology, the 
rapidly declining price of data storage and the adoption of distributed 
computing architectures, such as Hadoop, which support the processing 
of big data sets.

Rapid advances in information technology now allow companies to 
analyze petabytes (1 million gigabytes) of data in real time – generated 
by everything from ERP and transactional systems, text messaging and 
the ‘internet of things,’ to customer feedback inputs and such social 
media interactions as Twitter feeds. 

The value of big data analytics is derived from combining three data 
characteristics: volume, velocity (on-going and frequent assessments) 
and variety of sources. The goal is to create a definitive new class of 
predictive analytics that give companies the ability to make more 
informed decisions regarding the potential behavior of the markets and 
customers they serve. 

Digital forms of consumer analytics are not new. Powerful internet 
companies, such as Google, Facebook and Amazon, have long been 
analyzing online customer behavior to better target advertising and 

Willis North America | December 2015  

search results. But the rapidly declining costs of 
today’s big data analytics is helping a wider range of 
public and private-sector enterprises to accurately 
predict consumer behavior, and in turn maximize the 
efficiency of their supply chains.

For example, an appliance manufacturer can use the 
data collected from a ‘connected’ washing machine 
or dryer to remotely monitor its performance and 
health in the home. By analyzing the usage patterns, 
performance of critical components and other key 
metrics, predictions can be made about when the 
appliance will need servicing. 

With that knowledge in hand, the manufacturer can 
then speak with local service technicians to schedule 
the lowest price servicing, encourage distributors 
to stock the required volumes of spare parts and 
schedule preventive maintenance calls with the end 
user, instead of responding when the appliance fails. 
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ETHICAL QUESTIONS
Just as intelligence gathering quickly raises questions about 
individual privacy, big data and predictive analytics raise a 
new set of ethical and legal questions for corporations and 
governments.

As private and public-sector organizations mine vast amounts 
of data about markets, customers, consumer sentiment and 
behavior, questions are rightly being asked about limits to 
those activities.

In many cases, even when these techniques are being used 
to generate ostensibly innocent but accurate forecasts about 
consumer behavior, the findings have potential to unnerve 
consumers if the information is not used or distributed 
appropriately.

In this new data-rich environment, organizations and 
governments cannot let this rich vein of new intelligence 
distract them from ensuring that consumer data is used in 
compliance with ethical standards and practices.

For example, an insurance company might have legitimate 
reasons to collect data on its customers’ driving habits to offer 
differentiated pricing for premiums; however, those clients 
(not to mention regulators and legal authorities) would take a 
dim view of that information falling – intentionally or  
not  –  into the hands of unethical third parties who may want 
to exploit those trends. 

SECURE HANDLING
As big data analytics provide organizations and governments 
with entirely new interpretive abilities, it is critical for them 
to protect basic consumer privacy requirements by defining 
and enforcing rules that govern data collection, access, use 
and retention. 

Whenever possible, organizations should ensure that 
consumers are able to manage the flow and use of their own 
personal information. 
In many cases, customers will generate and share data with 
companies using services provided by the company itself. In this 
environment, it is routine for those companies to collect private 
data such as GPS locations, records of the content the consumer 
accessed, address books, the people they contacted, etc.

If a company wants to mine this data to examine 
the potential for new services, then the information 
should be aggregated as much as possible to protect 
the confidentiality of individuals.

Another key to ensuring ethical and legal handling 
of data is transparency. In their thirst for deeper 
market knowledge, organizations are on a constant 
search for new data sources about consumers, 
environmental factors and other subjects that have 
the potential to influence behavior.

In many cases, third-party brokers are collecting 
massive amounts of data about consumers, often 
without a consumer’s knowledge or consent. 
Any organizations using this data for their own 
analyses would be wise to be transparent with their 
customers regarding how it is being used. 

The volume of data being stored industry-wide 
is growing at exponential rates. To avoid the 
legal and reputational consequences of breaches, 
security strategies will need to be proactive and 
comprehensive, covering both proprietary and 
community networks.

Organizations will need to understand and 
address the expanded risks associated with this 
environment, including how and where the data is 
stored and processed, who has access and how its 
ethical handling can drive new services.

Anything less will risk corporate reputations, new 
revenue opportunities and the loyalty of those who 
entrust organizations with their data.

In this new data-rich environment, 
organizations and governments cannot 
let this rich vein of new intelligence 
distract them from ensuring that 
consumer data is used in compliance 
with ethical standards and practices.
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The observations, comments and suggestions we have made in this publication are advisory and are not intended nor 
should they be taken as legal advice. Please contact your own legal adviser for an analysis of your specific facts and 
circumstances.
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