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SMART HOME
TECHNOLOGY
EXPANDING INSTALLATIONS CREATE TARGET-
RICH ENVIRONMENT FOR HACKERS 

The use of smart home technology is on the rise in the modern world, 
and those technological advances are changing how people interact with 
where they live.

New innovative devices and apps offer convenience through automation. 
But that convenience could come at a cost: it is exposing the consumers, 
technology partners and service providers of smart home solutions to 
potential risks. 

By 2016, about 12 million American homes will likely be using ‘smart’ 
solutions, a healthy 360% rise on the 2.6 million households that were 
equipped in 2012. That dynamic market growth may be a boon for 
corporations and service providers, but the potential for cyber-attacks is 
growing right alongside.

Smart-home technology gives consumers on-demand access to 
automated, remotely managed systems that control such elements as 
residential security, heating, lighting, entertainment and the operation 
of other standard electronic devices. These ‘smart’ devices can be 
connected as part of an isolated system (for example, a home security 
system) or through integration with other data-sharing devices and 
platforms that allow the homeowner to automatically turn on the lights, 
adjust the temperature or brew a pot of coffee. 

In the U. S., the most commercially successful use of smart technology 
has emerged from the home security industry, where installations 
number in the millions. 

Most companies offer wireless access to intruder alert systems, 
promising convenience and an ease of use that ostensibly promote peace 
of mind. Consumers can download an app on their smartphones or 
tablets that can be used to remotely arm or disarm the system; it can also 
be used to view live security videos.

While the benefits of these connected systems are obvious, they also 
pose risks, such as:

Willis North America | October 2015  

 � Cyber hacking or stolen passwords – A criminal 
can gain access to many security systems, allowing 
them to turn it off prior to a burglary. 

 � Mismanagement – Users may fail to notice they 
have disabled an intruder alarm system, making it 
vulnerable to entry. 

 � Network outages – Loss of connectivity can 
shut down a security system, leaving the home 
unprotected. 

 � Device malfunctions – A smart home system 
is often controlled by mobile phone, making the 
communication device a single point of failure. A 
damaged phone can temporarily render the system 
powerless. 

Despite these challenges, smart home security systems 
can still maximize the effectiveness of an intruder alarm 
system, making it easier and more flexible for the user to 
operate. 

Video surveillance is another component of many ‘smart’ 
security systems, allowing a user to remotely view live 
video of their home via the cloud on their smartphone. 
Combined with alerts driven by video analytics, for 
example, it is possible to check whether children 
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have arrived home safely from school. Also, if a door lock is 
connected to the same system, the user can give a friendly 
neighbour access after a quick visual verification.

However, because these video surveillance images are sent 
via the cloud, there is a risk that hackers could gain access to 
them. This is a challenge, not only for the consumer market, 
but also for the professional video surveillance industry. There 
have been a number of instances where security cameras have 
been hacked, either through the cloud or through connected 
access to the equipment. 

In July 2015, the home monitoring camera of a family in 
Southwestern Ontario was hacked through a common router 
and remotely activated, an intrusion confirmed by the family’s 
internet service provider. In response to attacks such as 
this, many video surveillance firms now offer cyber security 
options that protect against hackers. Nevertheless, it remains 
a challenge for advances in technology to stay ahead of the 
criminal element.  

‘Smart’ intruder alarms and video surveillance devices 
remain at the core of the smart security system. However, 
there are new solutions and devices that also mitigate other 
risks to the home. Early warning hazard detection systems 
are increasingly common, allowing the customer to remotely 
identify floods, gas leaks or electrical failures. This is 
particularly important when homeowners are alseep, away, or 
for those with multiple homes. 

Because the early detection of incidents can reduce costs, 
proven smart home systems can lead to lower insurance 
premiums.

‘Connected’ home systems generating data-rich information 
also lend themselves to more advanced analytics that can be 
used by security companies and insurers to better identify 
and respond to a fuller theatre of risks, including device and 
system failures.  

The smart home industry is clearly entering a dynamic growth 
phase, one in which the risks are growing in tandem with the 
expansion of the market.

As such, component suppliers and service providers would be 
well advised to consider their risk exposures, as well as their 
strategies to mitigate or transfer the financial and operational 
risks associated with smart home systems, including their 
monitoring and servicing.
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The observations, comments and suggestions we have 
made in this publication are advisory and are not 
intended nor should they be taken as legal advice. Please 
contact your own legal adviser for an analysis of your 
specific facts and circumstances.
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