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SMARTPHONES
The multi-faceted smartphone has become the ‘go to’ 
communications device for individuals and businesses. But, as its 
portability and growing versatility make it a virtually indispensable 
part of our work and social lives, users will need to familiarize 
themselves with the associated risks.

The modern mobile phone has a myriad of functions: it is used 
for voice and digital communication; gathering, storing and 
disseminating information; navigating; entertainment; photography; 
consumer product verification; banking; personal scheduling; retail 
purchasing and much more.

Improvements in hardware and software can offer enormous 
functional benefits for consumers and companies. Corporations 
routinely absorb the cost of providing their workforce with 
smartphones; others offer in-house programs that encourage 
employees to bring their own devices. Both policies enable constant 
communication with the customers, while simultaneously increasing 
connectivity, cost and exposure to external and internal risk.

Predictably, the growing functionality of the smartphone has 
continued to spur global demand: total smartphone unit sales 
worldwide rose 5% in the second quarter, to 302.1 million units, 
according to the most recent report from the German consumer 
marketing giant, GfK. It was the latest in a bullish series of results for 
phone makers.

But these advances in technology have also come at a cost for end 
users; the success of the iPhone, which has the highest average unit-
selling price of US$600, has raised prices across the industry. And, 
since U.S. network service providers routinely subsidize the up-front 
cost of smartphones, capital expenditures can go largely unnoticed 
until a device is damaged or stolen, forcing consumers to extend the 
length of their contract, or pay a high replacement cost. 

For all its heightened functionality, the smartphone remains a weak 
link in the security of proprietary information. Users can store and 
access the full spectrum of information, which can be compromised 
if the device is damaged or stolen. Their ability to store passwords, a 
common smartphone feature, risks unauthorized access to corporate 
servers, banks, retail accounts and digital services. Corporations that 
allow employee-owned devices also can be exposed to unauthorized 
applications and all the associated risks.
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With the emergence of the cloud, data and images 
stored on a multitude of devices are vulnerable when a 
smartphone is compromised. Corporations that provide 
phones to their employees have increased levels of risk, 
since they cannot control what is stored on the cloud by 
third parties.

Mobile payments, a relatively new smartphone 
application, are also starting to gain popularity; while 
they are potentially a great timesaver for users, their 
use will have to be closely monitored for a potential 
exposure to fraud.

Peter Armstrong, Executive Director, Cyber, for the 
Willis Group, says smartphones and other mobile 
devices are fertile ground for illegal activity, if the risks 
aren’t well managed.

“As we rush to mobile, we shouldn’t be surprised that 
criminality has followed us. Almost a million pieces 
of mobile malware was brought to market last year,” 
Armstrong said. “Mobile devices are vulnerable in and 
of themselves. And because many of the environments 
where they are used are vulnerable too, an element of 
caution is advisable in mobile Wi-Fi hotspots and when 
conducting mobile banking.”

While manufacturers are working diligently to improve 
the security features of smartphones, they remain 
vulnerable to being compromised. Four-digit PIN codes 
are easily revealed in the finger marks that are left on 
the touch screen.

Changing to a longer PIN may help, but devices usually 
provide visual evidence of the last letter typed, allowing 
the criminal-minded to read the code from short 
distances. Unfortunately, improvements to the viewing 
angle of handsets have also made it easier for third 
parties to see most screens.

Biometric security features, such as fingerprint, iris and 
facial recognition, are gradually replacing PIN access. 
But they may create another potential risk – theft of any 
biometric information stored on the device.

With smartphones now offering the technology to 
produce high-quality photos and videos, people are 
using their phones to record all types of activities, 
sometimes in extreme conditions. While the quality of 
images has steadily increased, the physical resilience 
of handset designs have not kept pace. Very few of the 
current models are resistant to dust or water, a fact that 
increases the opportunity for catastrophic damage when 
they are used in unconventional settings.

The smartphone marketplace is extremely competitive 
and device manufacturers are expected to continue try 
to differentiate their products with new features and 
functionality. Some of those improvements will come 
with new risks. So consumers – private and corporate – 
will need to be prepared to respond to the differing levels 
of risk exposure.
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