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This special report examines the cyber risk disclosures made by the technology and 
telecommunications (tech/telecom) sector of the Fortune 1000.2 This is part of a Willis series 
reporting on how U.S. public companies are describing their cyber risks in financial documents.3

Tech/telecom companies occupy a unique place in the economy: they provide the technology 
and the networks that connect the systems of all the other industries. They are the companies 
that run the cloud and upgrade and advance our systems and networks. 

The risks faced by tech/telecom companies differ significantly among hardware, software, 
network, services and media businesses and may vary depending on whether they deal with 
personally identifiable information (PII) or deliver customized software or integration projects 
for critical client operations, as opposed to off the shelf products.4

These firms provide the new products and technological changes that may be said to create 
cyber risks and allow the vulnerabilities in systems. The speed with which new technologies 
come into the workplace allows many of the openings for cyber criminals. Hackers would not 
have access to systems if networks had not developed to allow remote access and if software did 
not have security defects that can be exploited. Ironically, the technology industry is also the 
sector that provides the tools to protect us from technology attacks and failures.

Willis found that the tech/telecom sector was much more likely than other Fortune 1000 
sectors to disclose that cyber risk was significant, serious, material or critical (59%), and much 
less likely to be silent on the issue (5%) than the Fortune 1000 as a whole. 
(See Table 1 below.)

TABLE 1

Extent of Cyber Risk F1000 vs Tech/Telecom
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Silent on Cyber risk Cyber risk would "impact" or "adversely impact" the business

Cyber risk "significant" Cyber risk "material harm" or "seriously harm"

Cyber risk "critical"

WILLIS SPECIAL REPORT: 10K DISCLOSURES – 
HOW TECHNOLOGY AND TELECOM COMPANIES 
DESCRIBE THEIR CYBER LIABILITY EXPOSURES 

“The cyber threat is 
one of the most serious 
economic and national 
security challenges 
we face as a nation. 
America’s economic 
prosperity in the 21st 
century will depend  
on cybersecurity” 

– President Obama1

http://www.willis.com/documents/publications/Services/Executive_Risks/2013/Willis_Fortune1000-Cyber-Disclosure_Financial-Institutions.pdf
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EXTENT OF CYBER RISK
Significantly, Willis found that no Fortune 500 tech/telecom companies were silent on cyber 
risk in their securities disclosures, while 10% in the Fortune 501–1000 remained silent. 
Companies that chose not to reference cyber risk are largely in the wholesale equipment and 
hardware segments and appear to have lower PII risk. (See Table 2 below.)

The Fortune 501–1000 had four times more tech/telecom companies describing their 
risk as “critical” than those tech/telecom companies in the Fortune 500. Companies that 
describe their risk as “critical” to a level that could impact company survival if an event 
occurs are mostly providers of managed services and direct technology consulting involving 
customized products. 

We speculate that the smaller organizations may feel they have fewer financial resources to 
withstand a significant attack than the larger Fortune 500 companies, which may be more 
confident in their ability to marshal resources and withstand an event. 

TABLE 2

Potential Cyber Event – Degree of Impact on Business as Reported by Fortune 1000 Tech/Telecom
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KEY CYBER EXPOSURES FOR  
TECH/TELECOMS
Willis found that the tech/telecom sector disclosed individual cyber risks at rates higher than 
the Fortune 1000 as a whole. The exposures disclosed at significantly higher rates were: loss 
or disclosure of confidential information, loss of reputation, malicious acts and cyber liability. 
(See Table 3 below.)

Tech/telecom companies reported concerns about the potential for outsourced vendor risk and 
product services failure at a rate more than double other large corporations (25% versus 12%). 
We find this compelling as the other Fortune 1000 companies mainly outsource to the tech/
telecom sector. 

If a company is a heavy user of outsourced IT services, then perhaps they should be reporting these 
risks at levels similar to the service providers themselves, as the vendors’ risks or failures could also 
be experienced by the consumer company should there be a vendor incident. Though a customer’s 
risk assessment may differ depending upon the criticality of the service or technology, individual 
companies must evaluate whether their procured vendor services are “material.”

TABLE 3
Reported Exposure F1000 vs Tech/Telecom

64%

79%

50%

67%

49%

67%

43%

64%

18%
22%

17% 20%
25%28%

22%
28%

12%

25%

10%
16%

4%
9%

1% 1% 1%2%

90%

60%

50%

80%

70%

40%

30%

20%

10%

0%

Fortune 1000 Tech/Telecom

Pr
iv

ac
y/

Lo
ss

 o
f 

Co
nf

id
en

ti
al

 d
at

a

Re
pu

ta
ti

on
 R

is
k

M
al

ic
io

us
 A

ct
s

Li
ab

ili
ty

Cy
be

r 
Te

rr
or

is
m

Cy
be

r 
Re

gu
la

to
ry

 R
is

k

Bu
si

ne
ss

 
In

te
rr

up
ti

on

Er
ro

rs
 a

nd
 

M
al

fu
nc

ti
on

Ou
ts

ou
rc

ed
 

Ve
nd

or
 R

is
k

Lo
ss

 o
f 

In
te

lle
ct

ua
l P

ro
pe

rt
y

Pr
od

uc
t 

or
 

Se
rv

ic
e 

Fa
ilu

re

So
ci

al
 M

ed
ia

 R
is

k

Ac
tu

al
 

Cy
be

r 
Ev

en
ts



4Willis North America • 02/14

CRITICALITY OF CYBER EXPOSURES
The U.S. Department of Homeland Security designates both the communications and the 
information technology sectors as critical infrastructure sectors because every organization is 
reliant to some degree on networks and technology. This dependency spans products, services 
and institutions, ranging from large phone companies to smaller technology service providers.

Critical infrastructure refers to systems and assets, whether physical  
or virtual, so vital to the United States that the incapacity or destruction of  
such systems and assets would have a debilitating impact on security, national  
economic security, national public health or safety, or any combination of  
those matters.

– Executive Order 13636 of February 12, 2013
 Improving Critical Infrastructure Cybersecurity5 

Companies that make up the tech/telecom sector in the Fortune 1000 include these categories:

Category Description/Operations Company Count Cyber Risk Disclosures
Noted as Critical

1. Producer/dist communications equip 9 0
2.  Computers and peripherals 9 1 

large cloud provider
3.  Diversified telecom companies 6 1

large cloud provider
4.  Electronic equipment 5 0
5.  Internet software  

and services
7 0

6. IT services 26 1
7. Semiconductor 19 1
8. Software 11 0
9. Wireless telecoms 5 0
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EVOLVING EXPOSURES: VENDORS AND 
SINGLE POINTS OF FAILURE
The research firm IDC estimates worldwide spending on public IT cloud services will reach 
$47.4 billion in 2013 and will grow over 125% to more than $107 billion by 2017.6 They predict 
that in the next phase of growth, cloud, mobile, social, Big Data and other leading technologies 
will become even more interdependent, with continued development and innovation across all 
industries, as nearly all industries depend on IT.

Big Data is a collection of data from traditional and digital sources inside and 
outside your company that represents a source for ongoing discovery and analysis.

– Forbes 7

Willis expected more than the 25% of tech/telecom companies to cite exposures related to 
outsourced vendors, because the SEC specifically requested that such risks be identified along 
with which parts of the business could be impacted and what risk remediation steps were being 
implemented. We were also surprised to find that non-tech/telecoms mentioned outsourced 
vendor risk only half as often (12%).

Corporations that purchase tech/telecom services operate in many countries and are subject 
to many different and often contradicting laws. Such firms are subject to rules of market 
competition and must balance opportunity and investment costs in cybersecurity, services 
resources and geographic scope. In light of the ever-competitive marketplace, decisions about 
vendor selection and outsourcing are often driven by cost efficiency.

Single points of failure (one failure that can have a cascading effect resulting in multiple or system 
wide breakdowns) are of great concern to the government and SEC given their potentially vast 
economic impact. Failure or intrusion at a vendor site widely used by a particular industry could 
concentrate the financial exposure within that industry’s companies, rather than spreading 
the risk over different segments of the economy. Currently, no mechanisms exist to measure 
the extent to which certain technology or cloud companies could comprise such single points 
of failure.

The problem reveals itself as even more complex when the internationalization of the technology 
supply chain is examined. A harmonized definition of cybersecurity risk as well as cooperation in 
protecting systems between countries seem to be in their very early stages, and the understanding 
of the language of cybersecurity varies considerably among nations. This influences the different 
approaches to cybersecurity strategy.8

The U.S. released an International Strategy for Cyber Space in May 2011, which describes 
a vision of cooperation between governments, international partners and the private sector. 
Among the points addressed are promoting international standards, innovative open markets, 
protecting systems against criminals and enhancing security and resiliency for networks.9 
Many governments are putting into place laws that act as barriers by requiring that technology 
be purchased domestically or regionally to protect their governments and industries against 
malicious code that might harm their networks.

http://www.whitehouse.gov/sites/default/files/rss_viewer/internationalstrategy_cyberspace.pdf


6Willis North America • 02/14

EVOLVING EXPOSURES: BIG DATA
In 2000 only 25% of data was digital. By 2010, 98% of data was digital (1,200 exabytes) and 
only 2% was analog. If 2010’s digital data was stored in books, they would cover the earth in a 
layer, 52-books thick.10

A wide array of companies, governments, law enforcement agencies, health care providers, 
insurance and technology firms have more information about us than ever before. And this 
volume of data is growing at a rate of four times faster than the world economy.

Exabyte An exabyte is 1011 or 1,000,000,000,000,000,000 bytes.  
The exabyte unit of measure is so large, it is used to measure the sum  
of multiple storage networks, or the amount of data transferred over the  
Internet in a certain amount of time. For example, several hundred  
exabytes of data are transferred over the Internet each year.

– TechTerms.com 11

The use of personal information is being contested as the number of uses for personal 
information grows. Smart phones and applications can now track where we are, what we are 
saying, who our friends and acquaintances are, what we are reading and what we buy.

2013 became the year of the “do not track” class action. As of December 19, 2013, 183 “do not 
track” class actions were pending in the U.S., and the number is expected to grow. California 
has legislated stricter controls, effective January 1,  2014, under the California Online Privacy 
Protection Act.12

Both the California Attorney General’s office and the Federal Trade Commission have 
signaled that they will enforce both new and current consumer protection laws with 
diligence.13 We expect other states to follow California’s lead for stricter “do not track” 
legislation, as many of the 183 class action suits are outside of California.
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FORTUNE 1000 – NUMBER OF CYBER 
EXPOSURES DISCLOSED BY INDUSTRY
When it comes to the number of cyber exposures disclosed, the tech/telecom sector is third 
on the list of industries, averaging 4.33 per company, closely behind the leading banking and 
insurance sectors. (See Table 4 below.)

TABLE 4
Industries noting highest number of cyber risk exposure in financial reporting document
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Average number of cyber exposures reported by industry

CYBER RISK REMEDIES 
44% of tech/telecom companies cited the use of technical safeguards, which matches Fortune 
1000 companies as a whole. Our survey results indicated a potential cause for concern in that 
20% of tech/telecom companies report inadequate resources to limit cyber losses, which usually 
indicates that technical protections may not be sufficient to contain the effects of some cyber or 
technology events. (See Table 5 below.)

TABLE 5

Reported Exposure F1000 vs Tech/Telecom
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INSURANCE PROTECTION FOR CYBER 
EVENTS
The tech/telecom sector ranks fourth in the Fortune 1000 when it comes to insurance as a 
protection against cyber events, with 11% indicating that they purchase insurance for their 
cyber exposures. 

This places them below the funds sector (33%), utilities (15%), and banking and conglomerates 
(tied at 14% each).14 (See Table 6 below.)

TABLE 6

Insurance Coverage F1000 vs Tech/Telecom
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SUSPECTED UNDERREPORTING OF 
INSURANCE 
While public disclosure documents suggest that only 11% of tech/telecom companies buy cyber 
insurance, we believe that rate may be substantially higher, particularly among some sub-sectors. 

Willis and cyber insurance underwriters recently conducted an informal survey of life and 
health insurance companies in the Fortune 1000. This survey found over 60% of these insurers 
purchased stand-alone cyber coverage. Willis concludes that many companies in the tech/
telecom sector may be similarly under-reporting the purchase of insurance covering Cyber, 
Errors and Omissions Liability, or other insurance products that may provide protection against 
cyber events.

In our experience, buyers of tech/telecom products and services are requiring the sector 
to maintain Errors and Omissions insurance with coverage for privacy violations and 
media exposures arising from internet, cloud and social media activities and services; in 
part, this coverage may serve as a minimal form of insurance protection relevant to certain 
cyber exposures. 
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TECHNOLOGY ERRORS AND OMISSION 
INSURANCE
Risk is inherent to technological innovation. So it is good news that the U.S. tech/telecom sector 
is well served by a strong group of insurance underwriters and a diverse marketplace that can 
provide broad coverage for their liabilities. According to the most recent report from the Standish 
Group on software development projects, as many as 60% fail to come in on time and on budget.15 

Technology Errors and Omissions Liability insurance can protect against claims for financial loss 
arising from errors and omissions in the course of providing technology services or products, 
including hardware failure, inaccurate advice and programming errors. Protection includes 
legal defense costs, which can run into the hundreds of thousands of dollars or more. Tech E&O 
insurance can also be referred to as Professional Liability insurance.

Even well crafted limitation of liability clauses in contracts may not fully or adequately protect 
companies, if an entity for which they are providing services claims that the products or services 
did not meet agreed expectations and alleges material or fraudulent misrepresentation or that an 
affirmative contractual remedy failed to meet its essential purpose.

Further, Privacy and Network insurance16 can be built into Tech E&O coverage and add 
protection for:

 � Privacy violations
 �  Business interruption: network outages, data loss or corruption
 �  Liability from internet and network services provided to others
 � Malicious code: virus, worm, Trojan horse
 �  Media and intellectual property: copyright, trademark, defamation, metatags, links
 �  Crime: unauthorized access, theft of data, extortion

THE NATIONAL CYBERSECURITY 
FRAMEWORK
Due to the threats, risks and potential impact of cyber exposures to the nation’s economy, 
security and critical infrastructure, President Obama issued the Executive Order, “Improving 
Critical Infrastructure Cybersecurity” on February 12, 2013. The Executive Order called for 
creating a voluntary, risk-based cybersecurity framework that is “prioritized, flexible, repeatable, 
performance-based, and cost-effective,” and is to be developed and implemented in partnership 
with owners and operators of the nation’s critical infrastructure. 

The goal is to base the framework on practices developed, managed and updated by industry, 
evolving with technological advances and aligning with business needs. It would establish a 
common structure for managing cybersecurity risk, and help firms identify and understand their 
dependencies with business partners, vendors and suppliers. 

The Department of Homeland Security is the U.S. government’s lead agency for coordinating 
the protection, prevention, mitigation and recovery from cyber incidents. Sector-specific 
agencies (SSAs) are responsible for helping to characterize risks and threats unique to critical 
infrastructure entities in their respective sectors.17

Every organization providing critical infrastructure services, including most of the Fortune 
1000 tech/telecoms, was invited to be an active participant in the development, validation and 
implementation of the cybersecurity framework.
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INTERDEPENDENCY AND RESILIENCY
A number of public and private groups have formed with the goal of addressing the evolving 
threats and risks presented by the swelling interdependence within the tech/telecom industry. 
The top groups for tech/telecom companies are:

IT-ISAC18 The Information Technology Information Sharing and Analysis Center was 
founded in January 2001 by 19 prominent IT industry companies to serve as a central 
repository for security-related information. Founding companies include Oracle, IBM, EDS, 
and Computer Sciences. 

Communications-ISAC19 The Communications Information Sharing and Analysis 
Center was founded in January 2000 when the White House designated the NCC (National 
Coordinating Center for Telecommunications) to serve as the ISAC for the communications 
industry. The NCC continuously monitors national and international incidents and events that 
may impact emergency communications. With much of the nation’s cyber infrastructure tied 
into communications, this ‘NCC Watch’ team participates in the national cybersecurity effort.  
The Communications-ISAC works with the U.S. Computer Emergency Response Team  
(US-CERT) and the Industrial Control Systems Cyber Emergency Response Team (ICS-CERT) 
to monitor and resolve issues impacting cyber and communications during an emergency. 
More than 50 private sector communications and IT companies, and 24 government agencies 
routinely share critical communications information in a trusted environment to support the 
NCC’s national security/emergency preparedness communications mission. 

The ISACs for the information technology and communications sectors are noted by other 
sectors as critical support for their industries.20

THE FUTURE
As tech/telecom companies sit in the center of global economic activity, they may be considered 
prime targets of terrorists (state-sponsored and otherwise), hactivists, cyber criminals, hackers 
and disgruntled employees. Tech/telecoms have been the victims of widely publicized cyber-
attacks in recent years. As networks become more sophisticated and the degree of technology 
required by consumers grows, we expect the level of cyber exposures to expand accordingly.

All organizations in the tech/telecom sector have cyber exposures, which they may inadvertently 
transfer to the rest of the IT-using public and industries around the world. We therefore 
anticipate that all governments will continue to have a vested interest in implementing cyber 
protections and working with security groups to keep tech/telecom companies, and their 
customers, safe from cyber crime. 

Willis is encouraged by the U.S. government’s broad and diversified approach to managing cyber 
risk, which includes the SEC’s requirement for businesses to assess and report their company’s 
cyber exposures and remediation steps. Building such awareness for businesses and consumers 
will promote implementation of more steps to protect, mitigate and minimize cyber events and 
resultant losses.
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1  http://www.whitehouse.gov/issues/foreign-policy/cybersecurity 
2 The disclosure was in response to guidance from the U.S. Securities and Exchange 

Commission, as found in CF Disclosure Guidance, Topic No. 2: Cybersecurity, October 13, 
2011, http://www.sec.gov/divisions/corpfin/guidance/cfguidance-topic2.htm 

3 http://www.willis.com/documents/publications/Services/Executive_Risks/2013/
Willis_Fortune1000-Cyber-Disclosure_Financial-Institutions.pdf

4 Because the number of companies in each subsector is small, we do not separate out each 
for the purposes of this survey, but we do include comments on those subsectors where 
appropriate

5 http://www.archives.gov/federal-register/executive-orders/2013.html 
6 See press release at http://www.idc.com/getdoc.jsp?containerId=prUS24298013
7 What Is Big Data?Aug 15, 2013, http://www.forbes.com/sites/lisaarthur/2013/08/15/

what-is-big-data/ 
8 National Cyber Security Strategies, Setting the course for national efforts to strengthen 

security in cyberspace. European Network and Information Security Agency (ENISA), 2012
9 http://www.whitehouse.gov/sites/default/files/rss_viewer/international_strategy_

for_cyberspace.pdf
10 The World’s Technological Capacity to Store, Communicate, and Compute Information, 

Martin Hilbert, et al. Science 332, 60 (2011); DOI: 10.1126/science.1200970. See also http://
www.martinhilbert.net/WorldInfoCapacity.html

11 http://www.techterms.com/definition/exabyte
12  A.B 370
13 For example see http://jenner.com/system/assets/publications/12548/original/FTC_

Signals_2014_Enforcement_Priorities___Dec_2013.pdf ?1386801658#page=1 
14 But note that the number of firms in this group was very small and this may have influenced 

the outcome
15 For a copy of the Standish Report see versionone.com/assets/img/files/

ChaosManifesto2013. pdf
16 Usually referred to as Cyber Insurance
17  http://www.dhs.gov/enhanced-cybersecurity-services
18 http://www.it-isac.org/
19 http://www.dhs.gov/national-coordinating-center-telecommunications
20 This identification for reliance on the tech and telecoms sectors by the financial institutions’ 

sector comes from the Department of the Treasury and the FBIIC. Note that the Department 
of the Treasury was named as the sector’s Federal Government’s Sector Specific Agency in the 
Homeland Security Presidential Directive 7. See: National Infrastructure Protection Plan; 
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The observations, comments and suggestions we have made in this publication are advisory and are not 
intended nor should they be taken as legal advice. Please contact your own legal adviser for an analysis of your 
specific facts and circumstances.
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